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(57)Abstract: 

PURPOSE: To reduce the processing time without deteriorating the 
secrecy of data in the data transmission system between an IC card 
and a terminal equipment 

CONSTITUTION: A password PIN1 inputted by a carrier of an IC 
card 12 is ciphered according to a predetermined key data Rd to 
generate a key data Kl. A synthesis text data M1 resulting from 
adding an additional data CER1 to a text data D1 representing a 
deposit balance or the like is ciphered according to the key data K1 
to generate a ciphered text data ME. The ciphered synthesis text 
data ME has information comprising the text data D1 and the 
password PINT The ciphered synthesis text data ME is decoded 
and separated into a text data D2 and an additional data CER2. The 
separated additional data CER2 is compared with the additional data 
CER1 stored in advance in the IC card 1 2. As a result, the adequacy 
of the correlation PIN1 and the text data D2 is judged. Then the 
number of times of ciphering/decoding and the number of times of 
data transmission reception between the terminal equipment 11 and 
the IC card 12 are reduced to reduce the time required for session. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] By enciphering wording-of-a~telegram data with transmitting-side equipment, transmitting the this 
enciphered wording-o-f^a-telegram data to receiving-side equipment, and decrypting the wording-of-a-telegram 
data this enciphered with receiving-side equipment In the data-processing method which sends and receives these 
wording-of-a-telegram data the above-mentioned transmitting-side equipment A data addition means to add 
discernment data to the above-mentioned wording-of-a-telegram data, and to generate synthetic wording-of-a- 
telegram data, The 1st encryption means which enciphers with the 1st key data which was able to define the 
password code beforehand, and generates the 2nd key data, While having the 2nd encryption means which enciphers 
the above-mentioned synthetic wording-of-a-telegram data with the key data of the above 2nd, and generates code 
composition wording-of~a-telegram data, and a transmitting means to transmit the above-mentioned code 
composition wording-of-a-telegram data to the above-mentioned receiving-side equipment A receiving means to 
receive the code composition wording-of-a-telegram data with which the above-mentioned receiving-side 
equipment was transmitted from the above-mentioned transmitting means, A decryption means to decrypt the 
above-mentioned code composition wording-of-a-telegram data according to the 3rd key data corresponding to the 
key data of the above 2nd, and to generate decode composition wording-of-a-telegram data, A data separation 
means to divide the above-mentioned decode composition wording-o-f-a-telegram data into decode wording-o^f-a- 
telegram data and decode discernment data, When the above-mentioned decode addition data are compared with 
the above-mentioned addition data and the above-mentioned decode addition data and the above-mentioned 
addition data are in agreement, the above-mentioned password code, And it is the data-processing method 
characterized by having a comparative judgment means to judge that the above-mentioned password code and the 
above-mentioned decode wordtng-of-a -telegram data are inaccurate when it judges that the above-mentioned 
decode word ing-of-a^tele gram data are just and the above-mentioned decode addition data and the above- 
mentioned addition data are not in agreement 

[Claim 2] The key data of the above 3rd are a data-processing method according to claim 1 characterized by it 
being generated beforehand and coming to be held with an authorization code and the 1st key data at the store of 
the aboVe-mentioned receiving-side equipment. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application] This invention relates to a data-processing method and the data-processing method which 

protects the confidentiality of the commo data used in an IC card and a card data processor in detail. 

[0002] 

[Description of the Prior Art] Conventionally, in the field of an information communication link, techniques, such as 
encryption of communication link wording of a telegram and electronic signature, have been used as a means to 
prevent the so-called security risks, such as tapping of the communication link wording of a telegram by the 
malfeasance, and forgery. For example, data-processing methods, such as "the approach of transmitting secret data 
between a sending set and a receiving set equipment", etc. which are shown in the open patent official report No. 
136058 [ Showa 56 to 1 have been thought out 

[0003] Drawing 3 is the outline block diagram showing an example of such a conventional data-processing method. 
This data-processing method has a terminal (transmitting side) 31 and IC card (receiving side) 32, and is 
constituted. If, as for this data-processing method, IC card 32 holder inputs the password code PIN 1 into a terminal 
31, the wording-of-a~telegram data D1 t such as the deposits-and-savings balance, will be written in IC card 32 as 
wording-of-a-telegram data D2 at IC card 32. 

[0004] In a terminal 31, the standard key data R which can change the value at random are enciphered by the 
encryption means 311, and the proper key data R1 are generated. It is transmitted by the transceiver means 316 
and this standard key data R is inputted into the encryption means 321 through the transceiver means 326 of IC 
card 32. This encryption means 321 generates the proper key data R2 based on the standard key data R. 
[0005] By changing this standard key data R into each session (data communication between a terminal and an IC 
card) of every at random, it made it difficult that the proper key data R1 and R2 were known by the third party, and 
unjust acts, such as tapping of wording-o-f-a -tele gram data D1 grade and forgery of IC card 32, are prevented. 
Moreover, also when the proper key data R1 and R2 are known by the third party in a certain session, since the 
standard key data R are changed at random, even the proper key data R1 and R2 in other sessions should not be 
known. 

[0006] Then, in a terminal 31, the password code PIN 1 is enciphered considering the above-mentioned proper key 
data R1 as a key by the encryption means 312, and the code password code AV1 is generated. This code password 
code AV1 is inputted into the decryption means 322 through the transceiver means 316 and the transceiver means 
326. Then, the code password code AV1 is decrypted considering the above-mentioned proper key data R2 as a 
key, and the password code PIN 2 is generated. The comparison means 323 compares the decrypted password code 
PIN 2 with the password code PIN 1 in which it was beforehand stored by IC card 32. And as a result of meaning 
whether the password code PIN 2 is in agreement with the password code PIN 1, IC card 32 outputs data C1 to a 
terminal 31 . 

[0007] The result data C1 are inputted into the decision means 313 through the transceiver means 326 and 316. 
When it is judged that the password code PIN 2 of the decision means 313 does not correspond with the password 
code PIN 1 from the result data C1, the session concerned is interrupted and IC card 32 is discharged from a 
terminal 31. On the other hand, when the password code PIN 2 was in agreement with the password code PIN 1 and 
the decision means 313 judges, it is carried out by the next processing continuing. 

[0008] The wording-of-a-telegram data D1 are enciphered by the encryption means 314 by using the above- 
mentioned proper key data R1 as a key, and the encryption wording-of-a-telegram data DE are generated. The 
encryption wording-of-a-telegram data DE are inputted into the decryption means 324 through the transceiver 
means 316 and 326. The encryption wording-of-a-telegram data DE are decrypted by the decryption means 324 by 
using the above-mentioned proper key data R2 as a key, and the wording-of-a-telegram data D2 are generated. 
[0009] The wording-of-a-telegram data D2 are written in the memory in IC card 32 (not shown). The decision 
means 325 judges whether processing of the writing of the wording-of-a-telegram data D2 etc. was performed 
normally, and transmits the result data C2 to the decision means 315 through the transceiver means 315 and 326. 
As a result of decision, if processing of the writing of the wording-of-a-telegram data D2 etc. is normal, the session 
processing concerned will be ended, and if not normal, IC card 32 will be discharged from a terminal 31. 
[0010] In addition, in the above-mentioned encryption means 312 and 314 and the decryption means 322 and 324, 
encryption algorithms, such as DES (Data Encryption Standard), FEAt, and RSA, are used. 
[0011] 
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[Problem(s) to be Solved by the Invention] However, in the conventional data-processing method, CPU of the 
comparatively late 8-bit class of processing speed is mainly carried in the IC card which is a receiving side from 
constraint of mounting space etc. For this reason, when processing shown in the data-processing method 
concerning the above-mentioned conventional technique was performed, there was a problem that it was not 
suitable for practical use that there are many counts of that there are many counts of transmission of wording-of- 
a-telegram data, encryption, and a decryption in order to require long duration (several seconds) as that processing 
time as a whole. Moreover, for the object which shortens the processing time, when a simple method realized a 
data-processing method, the confidentiality of data, such as wording-of-a -telegram data, an authorization code, and 
proper key data, fell, and the problem of becoming easy to generate a security risk had arisen. 
[0012] 

[Objects of the Invention] Then, this invention sets it as the object to offer the data-processing method which can 

shorten the processing time, without reducing the confidentiality of data. 

[0013] 

[Means for Solving the Problem] The data-processing method concerning invention according to claim 1 By 
enciphering wording-of-a-telegram data with transmitting-side equipment, transmitting the this enciphered wording- 
oi^a-telegram data to receiving-side equipment, and decrypting the wording-of-a-telegram data this enciphered 
with receiving-side equipment In the data-processing method which sends and receives these wording-o^a- 
telegram data the above-mentioned transmitting-side equipment A data addition means to add discernment data to 
the above-mentioned wording-of-a-teiegram data, and to generate synthetic wording-of^a-telegram data, The 1st 
encryption means which enciphers with the 1 st key data which was able to define the password code beforehand, 
and generates the 2nd key data, While having the 2nd encryption means which enciphers the above-mentioned 
synthetic wording-of-a-telegram data with the key data of the above 2nd, and generates code composition wording- 
of-a-telegram data, and a transmitting means to transmit the above-mentioned code composition wording-of-a- 
telegram data to the above-mentioned receiving-side equipment A receiving means to receive the code composition 
wording-of-a-telegram data with which the above-mentioned receiving-side equipment was transmitted from the 
above-mentioned transmitting means, A decryption means to decrypt the above-mentioned code composition 
wording-of-a-telegram data according to the 3rd key data corresponding to the key data of the above 2nd, and to 
generate decode composition wording-oFa-telegram data, A data separation means to divide the above-mentioned 
decode composition wording-of-a-telegram data into decode wo rding-o-f-a -tele gram data and decode discernment 
data, When the above-mentioned decode addition data are compared with the above-mentioned addition data and 
the above-mentioned decode addition data and the above-mentioned addition data are in agreement, the above- 
mentioned password code, And when it judges that the above-mentioned decode wording-of-a-telegram data are 
just and the above-mentioned decode addition data and the above-mentioned addition data are not in agreement it 
is the data-processing method characterized by having the above-mentioned password code and a comparative 
judgment means to judge that the above-mentioned decode wording-of-a-telegram data are inaccurate. 
[0014] Data-processing method concerning invention according to claim 2 It is the data-processing method 
according to claim 1 characterized by the key data of the above 3rd being generated beforehand and coming to hold 
them with an authorization code and the 1st key data at a store. 
[0015] 

[Function] In a transmitting side, the data-processing method concerning invention according to claim 1 enciphers 
an authorization code according to the 1st (determined according to card) key data defined beforehand, and 
generates the 2nd key data. Moreover, addition data are added to the wording-of-a-telegram data in which the 
content which should be transmitted is shown, and synthetic wording-of-a-telegram data are generated. And this 
synthetic wording-of-a^telegram data is enciphered based on the key data of the above 2nd, and code composition 
wording-of-a-telegram data are generated. This code composition wording-of-a-telegram data is transmitted to a 
receiving side through a transmitting means. 

[0016] In a receiving side, the above-mentioned code composition wording-of-a-telegram data are received through 
a receiving means. This code composition wording-of-a-telegram data is decrypted with the 3rd key data, and 
generates decode composition wording-o-f-a-telegram data. This decode composition wording-of-a-telegram data is 
divided into decode wording-of-a-telegram data and decode discernment data. When this decode discernment data 
is compared with the above-mentioned discernment data and the above-mentioned decode discernment data and 
the above-mentioned discernment data are in agreement, it is judged that the above-mentioned authorization code 
and the above-mentioned decode wording-of-a-telegram data are just. Then, this wording-of~a-telegram data will 
be written in the IC card which is receiving-side equipment, for example. On the contrary, when the above- 
mentioned decode discernment data and the above-mentioned discernment data are not in agreement, it is judged 
that the above-mentioned authorization code and the above-mentioned decode wording-of-a-telegram data are 
inaccurate. In this case, wording-of-a-telegram data are not written in an IC card. 

[0017] Thus, in order to encipher wording-of-a-telegram data with discernment data and to transmit, the routine 
which transmits only an authorization code apart from transmission of wording-of-a-telegram data, and performs 
the authentication like before can be omitted, and the effectiveness of transmission of wording-of-a-teiegram data 
is raised. Moreover, since discernment data and wording-of-a-telegram data are enciphered and decrypted 
simultaneously, the step of encryption and a decryption also decreases compared with the conventional case, and 
the effectiveness of the data transmission processing is raised. Furthermore, since the authorization code of a 
proper was used for the receiving side in this case and wording-of-a-telegram data are enciphered, the security 
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about wording-of-a-telegram data which transmits is raised even to the same extent as the case where it is 
presupposed that the conventional standard key is changed for every session. 

[0018] Data-processing method concerning invention according to claim 2 With an authorization code and the 1st 
key data, the key data of the above 3rd are generated beforehand and held at the storage of the above-mentioned 
receiving-side equipment. For this reason, it is not necessary to transmit the key data of the above 3rd to 
receiving-side equipment from transmitting-side equipment, and the time amount which a session takes can be 
shortened. 
[0019] 

[Example] Below, the example of this invention is explained, referring to a drawing. 

[0020] Drawing 1 is the block diagram showing the outline of the data-processing method concerning the 1st 
example of this invention. This data-processing method has a terminal (transmitting side) 1 1 and IC card (receiving 
side) 12, and is constituted. This example explains the case where the terminal by which online connection was 
made considering for example, the ATM card for banks as a terminal at the host computer of a bank is used as IC 
card 12. In this case, an authorization code shall be the thing of a different proper for every card, and only the card 
holder shall know it. Therefore, hereafter, a card holder inputs authorization code PIN1 into a terminal 31, a terminal 
performs further predetermined actuation, and the case where the credit of the fixed amount of money is drawn out 
is explained. Credit cash-drawer processing needs to be performed with a terminal and a host computer, and the 
credit balance needs to calculate it, and it needs to write this credit balance in a card. Consequently, the wording- 
of-a-telegram data D1 in which the credit balance and its writing are shown from a host computer are transmitted 
to a terminal 31, and a terminal transmits this wording-of^a-telegram data to an IC card. 

[0021] In the terminal 1 1 which constitutes transmitting-side equipment, it has the 1st encryption means 11. This 
1st encryption means 1 1 enciphers inputted authorization code PIN1 according to the key data Rd which are the 
code of the secrecy determined at the time of card issuance, and generates the key data K1. Moreover, this 1st 
encryption means 1 1 is constituted by using the encryption algorithm exhibited [ RSA / DES, FEAL, ]. 
[0022] Moreover, a terminal 11 adds the discernment data CER1 to the above-mentioned wording-of-a-telegram 
data D1, has a data addition means 112 to generate the synthetic wording-of-a-telegram data M1, the 2nd 
encryption means 113 which enciphers the synthetic wording-of-a-telegram data M1, and generates the code 
composition wording-of-a-telegram data ME, and the transceiver means (I/O circuit) 1 14 which transmit and 
receive data between IC cards 12, and is constituted. The same open mold encryption algorithm as the encryption 
means of the above 1st also constitutes the 2nd encryption means 1 13. 

[0023] On the other hand, IC card 12 is constituted including 8-bit CPU etc., and this CPU is performing processing 
shown by the following processing means. Namely, a transceiver means 124 by which IC card 12 transmits and 
receives data between terminals 11 (I/O circuit), A decryption means 121 to decrypt code composition wording-of- 
a-telegram data according to the key data K2 which were able to be defined beforehand, and to generate the 
synthetic wording-of-a-telegram data M2, A data separation means 122 to divide the synthetic wording-of-a- 
telegram data M2 into the wording-of-a-telegram data D2 and the discernment data CER2, The discernment data 
CER2 are compared with the discernment data CER1, and authorization code PIN1 and the wording-of-a~teiegram 
data M2 have a comparative judgment means 123 to judge whether it is the right, and are constituted. Furthermore, 
although not illustrated, this IC card 12 has EEPROM in which data, such as the above-mentioned credit balance, 
were stored, and is constituted. 

[0024] The above-mentioned decryption means 121 can process the inverse function of the above-mentioned 
encryption means 113, and these decryption means 121 and the encryption means 113 can use encryption 
algorithms, such as DES, FEAL, and RSA, like the above. Moreover, the processing in the above-mentioned data 
addition means 112 and the data separation means 122 may use what kind of mode of processing, as long as the 
wording-of-a-telegram data D2 and the discernment data CER2 are disengageable. 

[0025] In addition, the above-mentioned terminal has the decision means 115, this decision means judges forward 
[ of wording-of-a-telegram data and an authorization code ], and injustice based on the response from the above- 
mentioned IC card, for example, when inaccurate, a right case orders it the blowdown processing from the terminal 
of the IC card concerned etc., white outputting that to a host computer. 

[0026] Next, an operation of the data-processing method concerning this example is explained, referring to the flow 
chart of drawing 2 . In this flow chart, S201-S204 show the processing by the side of a terminal 11, and S205-S21 1 
show the processing by the side of an IC card. 

[0027] Authorization code PIN1 is inputted into a terminal 1 1 by the IC card holder. According to the key data Rd 
determined at the time of card issuance, it enciphers with the encryption means 111, and authorization code PIN1 
generates the key data K1 (S201). And about the wording-of-a-teiegram data D1 in which the credit balance from a 
host computer etc. is shown, the discernment data CER1 are added to the wording-of-a-telegram data D1 with the 
data addition means 112 (for example, a parity bit is added), and the synthetic wording-of-a-telegram data M1 are 
generated (S202). 

[0028] Furthermore, this synthetic wording-of-a-telegram data M1 is enciphered according to the above-mentioned 
key data K1, and the code composition wording-of-a-telegram data ME are generated (S203). This code 
composition wording-of-a-telegram data ME is transmitted to IC card 12 through the transceiver means 114 (S204). 
Consequently, IC card 12 receives this code composition wording-of-a-telegram data through the transceiver 
means 124. 

[0029] The received code composition wording-of-a-telegram data ME are decrypted by the decryption means 121 
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according to the key data K2, and the synthetic wording-of-a-teiegram data M2 are generated (S205). The key data 
K2 have the value corresponding to the above-mentioned key data K1, and the decryption means 121 performs 
decryption processing according to the operations sequence of the above-mentioned encryption means 113 and 
reverse. In addition, the key data K2 can also use data equivalent to the above-mentioned key data K1 t and you may 
make it receive this key data K2 from a terminal 1 1 after session initiation by using the encryption algorithm of 
object key methods, such as DES. Furthermore, the key data K2 enciphered with the key data Rd which are the 1st 
key data beforehand set up according to each card in the authorization code (personal identification number) which 
may store in IC card 12 the value defined at the time of issuance of IC card 12, for example, is inputted at the time 
of each card issuance may be beforehand stored in IC card 12. Since the count of transmission and reception of the 
data of a terminal 1 1 and IC card 1 2 becomes fewer when the key data K2 are stored in IC card 1 2, much more 
high-speed processing can be aimed at. 

[0030] Furthermore, this synthetic wording-of-a-telegram data M2 is separated into the wording-of-a-telegram 
data D2 and the discernment data CER2 by the data separation means 122 (S206). The comparative judgment 
means 123 compares the separated discernment data CER2 with the discernment data CER1 in which it was stored 
by IC card 12 at the time of IC card issuance (S207). In addition, the discernment data CER1 stored in IC card 12 
are equivalent to the discernment data CER1 stored in the above-mentioned terminal 11. 
[0031] As a result of a comparison, when the separated discernment data CER2 are in agreement with the 
discernment data CER1, YES), above-mentioned authorization code PIN1, and the wording-of-a-telegram data D2 
are judged to be the rights by (S207 (S208). Consequently, as a result of showing normal processing, the wording- 
of-a-telegram <j a ta D2 in which this credit balance is shown transmit data CO to the transceiver means 114 through 
the transceiver means 124, while being written in EEPROM of IC card 12 (S209). As a result, the decision means 
1 1 5 terminates the session of IC card 1 2 and a terminal 1 1 according to data CO. 

[0032] As a result of a comparison, when the separated discernment data CER2 are not in agreement with the 
discernment data CER1 t it is judged by (S207 that NO), above-mentioned authorization code PIN1, and the wording- 
of-a-telegram data D2 are not right (S210). That is, authorization code PIN1 judges that the not an authorization 
code but wording-of-a-te!egram data D2 of IC card 12 in the session concerned differ from the wording-of-a- 
telegram data D1 as a result processed with the host computer. Therefore, without writing this wording-of-a- 
telegram data D2 in IC card 12, as a result of showing exception processing, data CO are transmitted to the 
transceiver means 1 1 4 through the transceiver means 1 24. Consequently, the decision means 115 discharges IC 
card 12 from a terminal 11 (S211), and a session is terminated. Consequently, the unjust writing to IC card 12 is 
prevented. 

[0033] As mentioned above, as explained, in this example, it enciphers according to the key data K1 which generated 
the wording-of-a-telegram data D1 from authorization code PIN1, and the code composition wording-of^a-telegram 
data ME are generated. Therefore, in addition to the wording-of^a-telegram data D1, the code composition wording- 
of-a-telegram data ME will also have the information on authorization code PIN1. For this reason, the data- 
processing method concerning this example does not need to perform encryption and a decryption for authorization 
code PIN1 and the wording-of-a-telegram data D1 independently, as performed by the conventional data- 
processing method. Moreover, as compared with the conventional data-processing method, transmission and 
reception of the data between a terminal and an IC card decrease from 4 times to 2 times, and the count of 
encryption and a decryption is decreasing the data-processing method concerning this example from 6 times to 2 
times. Therefore, according to this example, the time amount which the session between a terminal and an IC card 
takes can be substantially decreased from Number sec to hundreds msec(s). 

[0034] Moreover, the key data K1 are generated by enciphering different authorization code PIN1 for every IC card. 
For this reason, since the key data K1 of other IC cards 12 will not be known even if authorization code PIN1 of IC 
card 1 2 of one sheet is known by the third party, the confidentiality of the data of other IC cards 1 2 does not fall. 
Therefore, it is not spoiled to the confidentiality of the data of other IC cards, and the damage by the so-called 
security risk can be suppressed to the minimum. Furthermore, also when a third party acquires others' IC card 12, if 
a third party does not know the authorization code of this IC card, the data encryption and the decryption are 
impossible. 

[0035] Therefore, the data-processing method concerning this example can shorten the time amount which a 
session takes, without reducing the confidentiality of data as compared with the conventional data-processing 
method. 
[0036] 

[Effect of the Invention] The data-processing method which can shorten the processing time can be offered without 
reducing the confidentiality of data according to this invention, as explained above. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the outline block diagram showing the data-processing method concerning the 1st example of this 
invention. 

[Drawing 2] It is the flow chart which shows actuation of the data-processing method concerning the 1st example of 
this invention. 

[Drawing 3] It is the outline block diagram showing an example of the conventional data-processing method. 
[Description of Notations] 

1 1 Terminal System (Transmitting Side) 

12 IC Card (Receiving Side) 

111 1 st Encryption Means 

112 Data Addition Means 

113 2nd Encryption Means 

114 Transceiver Means (Transmitting Means) 

121 Decryption Means 

122 Data Separation Means 

123 Comparative Judgment Means 

124 Transceiver Means (Receiving Means) 
D1 Wording-o-f-a-telegram data 

D2 Wording-oi^a-telegram data (decode wording-of-a-telegram data) 
PIN1 Authorization code 
CER1 Discernment data 

CER2 Discernment data (decode discernment data) 
M1 Synthetic wording-of-a-telegram data 

M2 Synthetic wording-of-a-telegram data (decode composition wording-of-a-telegram data) 
Rd Key data (1st key data) 
K1 Key data (2nd key data) 
K2 Key data (3rd key data) 
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1 

sht ftKit^fts^fcmXx-^ Srtt^bi-s t tic 

BSBE3 - H ft3£» StlfcS 1 co&x-^Kcfc D 

±E3fifflg«H ±E3Hi^S*62«Snfc»*& 

±E* f^SiJr-^ &, ±ISm 2 ©M-r-^ (CMS 

x-* tic^irr^x-^^^at, 
±ea##inx-^«i:±e#ax-^ts:it«L, ±e 
tt^#inx-^ t±E«-mx-^t^-a-rs*^ictt 

±Enf!iEn-h\ fc£tA JiBS^SXx-^ttiEMiT 
*5i«»rU ±E{S^-#lPx-^t±E*HlDx->t- 
3&5-auau«'&ti«±EltlE3-h% *cti;, ±E« 
^«Xx-^K^iET*5tWBr-r5>lt««Bf?ai:. 

^tto c ts4*atr5x-^isa*s: 0 

[B*B2] ±E£3©ftx-*H SBEn-Htg 50 
EttSBlcffiftSnrftS H t £®WLttZ>m?m 1 E 

[0 0 0 1] 

»*±©5pJffl^H3 ^Wttx-^ffia^St, Pb< 

tii c*-H(t*-Kx-^fflaKBi^^Tfiffl$n 
sa^x-^^ssfisftB-rsx-^jas^icBM- 

[0 0 0 2] 40 

^ ■ u^^&R±i _ s¥attTa««x©fi«{L « 
ffieg 56-13605 rasnss**<ttfse 
p^x-^s&a^swsa^tiTt*:. 

[0 0 0 3] 0 3H CO.t^f^T-^Wi 
5tll flAtf** (Sfiffl) 3 It. IC*-H (Sff 50 



#ffl¥5-5 6 0 3 7 

2 

ffl) 3 2<L£^bT«j£l*ftT^£. u©t-^II^ 
5tH I C^-K3 2&j$#j!>*l*E3--FP I N 1 

I C*-K3 2i^*Xx-^D2 tLTI C*-K3 2 

[0 0 0 4] 5S*31 [Cfc^Ttl ^>yAiC J e©ffl^ 
«JEHI5a*ftx-^R3WiH*ft;¥a3 1 llCcfcDliF 

x-^R«2l5fi*a3 1 6lCi:0^ft^n, I C#— 
H 3 2 ©ggfl^a 3 2 6 &frLT»*Hfc? B 32 1t: 
A££ft3 0 £<Z>lt#ft;^a3 2 111 g¥»x-*R 
icS^TH^rtftx-* R 2 

[0 0 0 5] ^©«Jpftx-^R&€Hi!y>'3> («* 

ti c*-Ktopa©x-^as) sic^i^Aicajg 

t^iltiCchD, Stir^Rl, R2diSZ#tC» 

snsntsfflntu «£x-*di*0Si& ic 

*-H 3 2©flii»©^iE&ff^&S&JtbT^S. * 

R2#56=#lw»&ftfc«£fcfc* g^Mx-^Rti^ 

ir-^Rl, R2 3re»Sn*££li&^. 
[0 0 0 6] jffi^T, S*3 l lCfe^T*! ISH^-H 
P I N 1 tlPf #fk^a 3 1 2 lei; D . igatlr-i' 
RISitl/TWfcSn, (H»B3-HAV1M 
j££ft£ 0 ^OBT^itEn-HAVitt, si§{|^g3 

I 6, gSfi^S3 2 6£^bT»^fc¥a3 2 2 HA 

asns. nt, Bf^itiE^-PAvitt, ±es* 

itfe^a 3 2 311 ^ * I C#— F 3 2 IC&^tlT^ 
fc«PBE^-KP INltJtR-TS. -£bT, «E3-H 
P I N2jWfifIE3-FP INI b—3kLT^%&Eofr 
^*^^T*S*x-^Cl^I C#-K3 2B«*3 1 

[0 0 0 7] |8Sf-*ClH 3£g£¥g!3 2 6, 3 

i szfrhTmm^&s 1 3icA*$ns a ws^a3 

i 311 *S*x-^C 1 ioatttn-HP I N27WSE 
n-HP I Nl t-Sba^tWBfb&tt^lcH ^ 
>£*$rU I C#-F3 2£«5fc3 lrt^ft 
ffiT^c PtE^-HP IN2#PflE3-HP I N 

ltr-&bT^Si:W»r^a3 1 3 d^JBf bfc»-&tl 

[0 0 0 8] tXr-?Dllt ±EH^Ilx-^Rl 
SfttbTBt^ft#a3 1 4tcfcf9lf^t;$n. Bf^fc 
«Xx-^DE*«4fi6StX5. Pt^bftXx-^DE 

II i^Sm^a3 1 6, 3 2 6 ^bTS^k^a3 2 

x-^ 7 R 2 fiftt bTffi^ft^a 3 2 4 I; ± 0 

«xx-^D2#4/5i$n$o 

[0 0 0 9] iX?-*D2ll IC^»H3 2te^ 
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3 

fcn&*^'53&^W»rU JS*r-* C 2 £5£3fi¥a 
3 1 5> 3 2 6 £^bT¥iJ#r#g3 1 5 irMft-TS. W 

[0 0 1 0] ft*. ±E**fc¥a3 12,31 4, « 
3 2 2, 3 2 4 [dS^Ttt, D E S (Data 
Encryption Standard) > FEA 

[0 0 11] 

[0012] 
[0 0 13] 

J: 0 BS-^ft b Ifr^jfcKtx- $ £ S 2 0 

■B, ±E3lfi#a* i S36«$n&it^&flG«t7 f -^ 
^gfrfSSfi^at, ±ElS#-&^«Xx-5'&, ± 
ESS 2 cd®t"^ fc*fjfcbfcSg 3 to^x-* KfiE^a-sf 

ftu a*£jssxx-*£±si-5a^b*a^ ± 



(3) <t*BH¥5 - 5 6 0 3 7 

±E^iPx-^t^--a-r5«^ictt±E*iEn-H, 

:fc«fctf, ±Ea-*«3t7 : -^tt]EST*5tflBfb, ± 
E»^JPx-^t±E#»?-^t^-abftV5»-& 
fctt±Ei*BE3-h\ *cfc^ ±Ea#«XT-^tt=F 

is £ fa x-*ffia2rS;-rs 5 . 

[0 0 14] B*S2E«©»5Btr«5x-^ia3I*a; 

iff tS^tr^B^iEROx-^fflsi^SCTfts. 

[0015]. 

t» S2©»x-^^dEi-5. snrr^i*i« 
%mtmit7'~?\z\zm\\7 t ~?£ttmL, sumx? 

^bT, £©^E*£x-*£±E» 

[0 0 16] SMfflKS^TfcL Sfl^a^bT±E 

?-^^^r^o ^coa^stsix-^tt, a-§-m 
Xr-^t, a^»ffl^-*£ic#«£n*. zv&n 

mi7-9t±mBWlT-ft*imu ±E»-^»9J 
x-^ii:±Eil»Jx-^t^-Sr54l^(ctt, ±ES 
BEn-F. ±Ea^*Xx-^ttiES"TS5i: 

^ I C#-Kl;:»#k£nS£<2:<!:&5. $fC, ± 

Ea^»S«?-^t±EaS'J7 i -^ii:>&*--ab?a:^*-& 
fctt, ±EBfE^-K fcitf, ±Ea-^«Xx-^tt 

[0 0 17] d ©J: -51^ i^f-^^Jf-^i^: 

^ © ^fi t mi izmm 3-H®^ss<sbT-t©BK« 
40 ^tsra^jcit^t;, a^ftbr^5fc», a 

b terns t nm<Dumz * t?ss © e» nr v ^ . 
[ooi8] »*3R2E«G5»?aic«s7 ; -^ffia^a; 

5^ s^nn^o rcofcs6, sntfl!is»^e»afiffl!ig« 
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5 

[0 0 19] 

[0 0 2 0] Bltt, *5!IB«)Sl^lB«ltCffiSx-^ 

Lfc^T, BIT, *-Kft»*3&«BiE3-HPINl 
£«5fc3 1 lcA*U $&lcBf«Oft^*«l*liJ:DfT 

[0021] iefligs£*/rr***i iic^^t 

li, Hi ©nf^fl^ai i£Wbrv>s. £©si©ifc 

^ftl^ai 111, A*5nfcBE3-KP-INlft*- 
[0 0 2 2] «*1 1 JiESXx-^D 1 IC 

m\^-^ ceri £#inu ^mXx-^M 1 

mz>T-$tit&Wi 1124:, ^tir-^M 1 £ 

€-ft^ail3t, I C*-H1 2 tOWTx-^OSI 
£fi£f?5SSMr?a (i/OIsTK) 1 I4t, £*TL 
TM^nT^S. *2©«P#^R1 1 3 ^±12^1 

©tt^b^a t n-o'mm^vcT )V3 u x a h± r> ■ 

[0 0 2 3]-*, IC^-M2H 8 H 7 h- C P U 

5S5B^& (I/O SB) 124t, ^SIXt 
-^£ ; P*^*&nfc«7 i -^K2lCffi^«-t{KU ■& 

^mxr-^ m 2 sa-^fc^a nit, ^ 

$ M 2 £fg£x- * D 2 t i»Jx-£ C E R 2 
tK5NBt-5T-^»*ai2 2t, UWJx-^CE 
R2 tMSiJT-^CERl t£Jt«U BBE3-KPI 50 



®IB¥5 - 5 6 0 3 7 
NL «Xx-^M2 3&tjEL^^t*5^^*J»T-r5tt;« 

fJBf^ai2 3t, ^LTK^nri^c 

cioi c#-ki 2a, 0^bTti?i^^ ±b«&s 
[0024] ±E«^b^a 1 2 1 a, ±faie^ft? a 

1 1 3©3fiB8»©iaa«:fT5' , b©T»0. 
Ib^ai 2 1, frffft^ai 1 3tt±t3t|5l«tCDE 
S, FEAL, RS A^©i^fb7;lO*UXA£^6 
Sfc, ±BSx-^ftllD^ai 12, 7- 

^#8t?ai 2 2tc*it5fflatt, m3tx-^D2t^ 

Bij7 f -^CER2(t35i«iM8Bjffi7?*SI80, 

[0025] as, ±aa«*ttWR¥ai 1 bwlt 

fcS^TSXx-^ BBE3-F©jE. TIESfllKL, 
ttS*£&*f ^IE©»^lrtiSR I C*-K© 

e ©w/Ms^fg^T 5 . 
[0026] &\zj$mmfc&*7 : -*&mtt0i£m 

7n-Tt-M:*^T, S 2 0 1-S 2 0 411**1 
lfllCffla&^U S 2 0 5-S2 1 1 tel C#-F« 
©fflSI£^LT^5. 

[ 0 0 2 7] I C*-KffiJ$#tJ:fPBiEr3-HP IN 
l«lli:A^j^o BIE3-KPIN1H, * 
-P^frl^iCftS^nfcftx-^RdlcL^^ie^ 
*ai 1 1 KiOflS^ftlU Ir-^Kl 

(S2 0 1) . ^LT> *^h3>tTo.-^)&^©3S^ 
SiS^^l^ix-^D 1 l:^^TH f^tir- 
* D 1 ICiKSiJx*-* CERI ^x-^W^JO^a U2l: 

m3tx-^M 1 ££J53E-T5 ( S 2 0 2 ) „ 

[0 0 2 8] :©^tXT-^Ml£ k ±83 

tr-^K 1 IC^it^-ffcU Wr^&Ktx-^ME 
&3U«-rs (S 2 0 3) . uO^^iJr-^ME 

asisfi^ai 1 4^^bn c*-k 1 2tc^ft^n 

5 (S 2 0 4) . 21©ie*, I C*-F1 2fc52tgffi# 

a 12 4 lx z: ©^-^^rnxx-^ ^smr 

[ 0 0 2 9] Sffi^nfcB^^mXx-^MEttllx 

k 2 icffi^a^-fc* a 121 tct o a-^fc * n, •& 

J5fcSS:x-^M2^Jj6*ns (S 2 0 5) o ^x-^ 
K2}i±Eftx-^Kl!C»^LfeffiS:WbTi3D, S 

^b^ai 2 1 »±±Eii»ft:^ai 1 3 tmmft^m 
\zfc\,*&mmm*ft5. DES9©»ftitsi 

©^b7;i/=fUXA^^t-^^tlici:i9, ^x-^ 
K 2 tt±EI*T-^ K 1 t^ffiftx-^ ^ffi^T ^> ^ t 

l^&SS1"5J:'5trLTfe«t^ ( , ICA-H 
1 2©^^ilS^^n7cft^ I C*-H 1 2IC»fflb 
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(5) 



5 - 5 6 0 3 7 



HI 1 ©i&x-^T&o^x-^ R d J; t) Mr-SlfcSnfc 
«t-^K2W»I C*-H1 2£»J»bT^T*> t fc 

tt, SB* 1 1 «h I C#- F 1 2 

[0 0 3 0] 2 ^MKt-^M2I1 

2 2ICJ:D, «£x-*D2£BffJx-* 
CER2 t\Zft8&cStl%> (S 2 0 6) 0 Jt«fl»r¥8l 
2 3H 5MKSnfci(BiJ5 i -^CER2^ I C*-H 
fgfiWcl 21C»ffl3nfc»Byx-*CER 
1 tJt«*T5 (S 2 0 7) . I C#-Fl 2icte 

tt^nfcatsux-^ c e r i h±e«* 1 1 tftttsn 

fcSJfflr*-* C ER 1 <b^ffiT&£ 0 

[0031] jtttoe*, ^msnfeKsiix-^cER 

2#»B«7 ; -*CER 1 t-aLfc^tr^ (S 2 0 7 
TYES) , _tfSfggE3-FP INI, ^Xx 
-$V2\tJEL^tnmtZ> (S 2 0 8) . -¥-©JBS, 

c:cDH&35JS£^1-«Xx-^D2tti C*-H l 2© 

EEPROMCtffra^nSttfetl (S 2 0 9) , E 
^fflSS^f IBlix-* C 0 SSISfi^a 1 2 4 £*M, 

[0 0 3 2] #m2tlftmff-9CER 
2#»ffl'X'-*CER 1 fc-SLfcV>«£ICtt (S2 0 
7TNO) , ±fBBE3-FP I NL £J:tf» 
-^D21iiEb<^^^J©T-ro (S 2 1 0) . T^t* 
5, BfiE^-HP INlttSK-feyv'3>fp©I C*- 
H 1 2©BBE=3-"Htfa&<, Kf-^D2B*Xh 

^D2£I C*-H1 2tC*^EtTCt^:<, 

C 0 £j£§ft?& 1 2 4 *^LTSIS 
ffl^ai 14|;Mf^ HODiBft, *J»r*gl 1 5^ 
I C#-K 1 2£S*1 ls&^WWb (S211) , t 
-;->3>^7§t5. COig*, I CA-Fl 2^© 

[ 0 0 3 3] R?ai/fc«t5!e:**lfifi9Ec*ViT 
fct Ut-^DI^ BIE3-FP INI ctOtJSL 

E£±j£LT^£ 0 ct^T, Bf^JEKttXT-^MEtt 
IJf-^D HCiB^TBEn-HP I Nl©if$£t> 

ct -5 tcimn - f p i n i trnxf-^ d i ssy* m 
mt - mi^fjom^^\ ^ *%mm\zm 



i]-pt<Dm(D±yi/3>\zm'tmmz, »sec^ 

[0 0 3 4] if-^Kl^I C*-KStCg& 

SBSEn-KP I NlZm^krzztiZkiO&f&Zft 
T^5. fitw, -ft© I Cij-H 1 2®mm 

3- VP I Nl#S=*lc:»6n*:«t:LTfc. I C 

j0 *-f 1 2co»T-^Kia»6na^fc*, #© i c 

A-K 1 2©x-*©««tt^fiT-r5Ci:tt7a:^. £ 

ot, fio i c*-H©T-^©«sttsi?t)fiat)n 

A© I C*-F 1 2£Etf&Lfc»£l:: ! &, SZ^gl 
C A - F © BE 3 - F £ft 5 & ttti fir- * offir^fk 

[0 0 3 5] Lfctf^T, i^JSfiBJtffiSx-^ffl^ 
5£KL ffi^©X"^MS^i:M:gbTx"^©ti^ 

[0 0 3 6] 

[Hi] ^Mosi^ififlicffax-^ffla^sc^ 

[H2] *%0J3©^l^ffi#!JtC^ox"^5!l31^©Sj 

[0 3] s*OT-^«ija0-«§^-ri8Ei8^D y 

1 1 S*'/XfA ffift» 
12 I C*-H (gffiffl) 

ill » i ©i^fb^g 

l l 2 x-^^Ho^g: 

113 %2(omm&£& 

1 1 4 sise^a (sm^a) 
^ 121 m^ik^a 

1 2 2 x-^#*T^ 
1 2 3 ItK^lJSr^g 

1 2 4 ^sft^s 

D 1 mXx-:?. 

D2 IXt"^ (S^iXf-^) 

PIN1 BE3-F 

CER1 mtf-? ■ 

CER2 KHgiJx-^ (»^»9J?-^) 

M 1 

50 M2 ^H5lx-^ (^-^^IIXx-^) 
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